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Building a Safe Digital




BUT.... It can also be a
‘danger zone’ of..




Skyrocketing Levels of
Anxiety and Depression

Among our Teens

Many are emotionally in mental health crisis.

Science News from mssarch organizations

More than 1 in 20 US children and teens have anxiety or
depression

Haalth & Madicire

* Children's Healn
'
of Developmental ¢
he afficial journal of th
pmental and Behavioral Pediatrics. The jour:
published by Wolters Kluwer.

Depression, anxiety, suicide increase
in teens and young adults, study finds
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Low self esteem and
Almost 40% of girls who spend more than five hours a day on social SOC ia l medi aluse
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I Like, obsessed

Britain, social media users, 14- to 24-years-old, reported impact on well-being, 2017
Negative < ‘ » Positive

-l
Instagram Snapchat  Facebook  Twitter

Fear of missing out (FoMO) _ _ _ - Fear of missing out (FoMO)
Body image - _ — ' Body image

aniety [ L N Anxiety
Depression - _ Depression
Loneliness Loneliness
Access to health advice Access to health advice

Real-world relationships _ - Real-world relationships
Awareness of people’s health _ g _ _ Awareness of people’s health
Community building _ _ _ _ Community building
Emotional support - _ _ _ Emotional support
self-identity ||| [ NN D B sqt-identity
Self-expression _ - _ _ Self-expression

Source: Royal Society for Public Health

Economist.com




“Wha




2 Less time connecting in person and more time
‘connecting’ through social media

w “Electronic relationships’- less emotionally
satisfying -feel socially isolated.

& More ‘superficial’

— =
Well, that was fun.







Lack Of Authenticity = Loss Of
Self Esteem (especially girls)

- Constantly comparing selves and constantly being judged

- Up the “ante” — dress, sexuality

- Expressing a false version of self for approval




Gotta Get Those Likes Or...

= The obsessive pursuit of ‘likes’

» Get a dopamine burst

» Addicting without being satisfying
» Judge self based on ‘likes’
» Always “ON”




Culture of “ME-ness” =
Culture of “Meanness”




Warped Perception — What's
wrong with me??

~  Inordinate amount of time on social media trying to post what
they think the world will think is a perfect life.

~ Constantly under a ‘microscope.’

Ini"ht}redh



Less Active Lifestyle = Less
Happy/Healthy Child

Direct correlation between exercise and lack of
depressive symptoms.




BUILT FOR ADDICTION?

Brain scans of young people with internet
addiction disorder (IAD) are similar to those
of people with substance addictions to
alcohol, cocaine, and cannabis.4

Damage to brain systems connecting
emotional processing, attention, and decision-
making are affected in both substance addicts

and technology addicts.

Being hooked on a tech behavior can... be as
physically damaging as an addiction to
alcohol and other drug use.

, | NHS. "Extreme levels of texting 'unhealthy'." NHS
% Choices. 10 November 2010.




Can’t Concentrate

w Homework takes substantially longer — disruption and constant
Interruption

w Sleep deprivation — common contributor to depression in
teenagers




Misuse/Overuse of screen time can
negatively impact your child socially,
emotionally and academically

Directly affects their ability to learn — impairs attention,
memory, information processing, decision-making skills

HARVARD MEDICAL SCHOOL =
Trusted advice for a healthier lif

HEART MIND & STAVING DISEASES &
HEALTH MOOD PN HEALTHY CANEER COMDITION

Acre thian sad: Depression affects yvour abllity to think - Harvard Healih Bloe

More than sad: Depression affects your
ability to think

flexibility (the ability to adapt your goals and strategies to changing situations) ang



depressive symptoms, suicide-related outcomes,
and

who spent on (including
social media and electronic devices such as smartphones) were

...adolescents who spent
more time on nonscreen activities (in-person social interaction,
sports/exercise, homework, print media, and attending religious
services) were less likely...

Smartphones were introduced in 2007. By 2015, fully 92% of teens
and young adults owned a smartphone.







A majority of parents check their teen’s web history or
social media profile, while fewer use tech-based
parental controls

Among parents of teensages 13 to 17, the % who have ever ...

Checked which websites
their teen visited

Checked teen’s social media profile

Looked through teen’'s phone
calls records or messages

Used parental controls for blocking,
filtering or monitoring their teen’s
online activities

Used parental controls to
restrict teen’s cellphone use

Used monitoring tools to track teen’s
location with his/her cellphone

= o o Mneves conducted Sant 2500t O

PEW RESEARCH CENTER




\ ath.

fou s was the first tech giant to admit, in 2011, that his own
chlldren had not used the recently-released iPad created by his company,
conceding that mit | . ur kids use at home.” And he wasn't

alone: Microsoft founder ! _
' | . whlle Mark

Zuckerberg unplnred his baby daughter to Stﬂp and sme]l the flowers’ in an open
letter to her released last year — one which made no mention of Facebook or the

internet.



COMMUNICATE

FAMILY ONLINE SAFETY INSTITUTE (FOSI):

DON'T LECTURE ASK QUESTIONS

SHARE IDEAS DISCUSS ISSUES



LANGUAGE .
how many of these

common online acronyms
you recognize.

ONLINE See

Please
be advised that these

acronyms are constantly
changing:

20 Internet Acronyms
Every Parent should Know

a/s/L Age!sex!location
DOC prug of choice i
GYPO Get your pants ©
ITs intense text sex
1 want seX now
iy Keeping parents clueless
g Let's have sex onling
i Let's meet in real life
9 ;?iﬁt Nude in front of
| computer
alert
e g:izzis are watching
B parent in room
=5 P;g parent over shoulder
ii: ERDN Pcrn[cgraphyila?
15. RUO18 Are you over z
16. SorG Straight or gaie
17. TDTM Talk dirty to -
18. WUF Wwhere are Yyou
' Will you call me :
1 What’'s your real name:




Know The Law — And Make
Sure They Do Too

AZ law makes “REVENGE PORN” a FELONY




Is My Child Being Bullied?




Flaming

Harassment and/or Cyberstalking

Denigration (put-downs)

Masquerade

Outing and trickery

Exclusion




Written
Teasing, Mame Calling,
Threats, Rumors

School Property —

Include using
personal devices

Smaller in =ize from
the Offender

Teazing, MName Calling,

The=

Hawve phys=ical or
mental disabilities

Electronic

Teasing, Mame Calling,

Threats, Rumors

School Vehicle /
Bus Stop

Have different
race, gender,
relig

Physical
Injury & Damagzed or

stolen property

School Netwotk or
School Technology




v

Scared and Afraid

Yes

No Threatened and
s Intimidated

1‘&' £s3 l Yes

v

Walked Away or
Backed Down

Yes

8
|

|

No I Pushed Back or

m— Told an Adult Hit Back
(Depending on

Circumstances)

IYEE 1 Yes? :

v

Rumors, Teasing.
Threats,
Humiliation.

Yes

<

No Physical Unintentional Act

—p Aggression, :
Damaged Property or Accident

l“fes

No

—p No

Irritated and
Annoyed

Argued or
Retaliated

Fight. Rough Play.
Disagreement,
Argument

No

—

o




Did the Incident J

v

Interfere with the No Disrupt school No _
victim's educaﬁj/_’ operation Not Bullying J

- 1

Yes

No No

More than once ' m\mm—,my—b Not Bullying

Bullying
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Set The Ground Rules

COME ON THIS IS REDICOULOUS
What do you as a family agree is reasonable screen time?

what sites/apps do they think are appropriate and why?
What time should the family move away from screens?
What do we want our ‘online reputation’ to be?

Explain your supervision obligations as a parent (to protect
them and your legal liability)

Don't be peer pressured by what other parents do




| understand that the rules below are for my safety and that my parents love me more than anything
in the world. | understand that my parents want to give me freedom, while also giving me enough
security to make smart choices. Initial here:

| promise that my parents will always know my phone passwords. | understand that my parents have
a right to look at my phone whenever there's a need for them to do so, even without my permission.
Initial here:

| will hand the phone to one of my parents promptly at pm every school night and every

weekend night at pm. | will get it back at am. Initial here:

| will not send or receive naked photos. Ever. | understand that there could be serious legal
consequences that could put mine and my parents’ future atrisk. Initial here: _

| will never search for porn or anything else that | wouldn’t want my grandma finding.
Initial here:

| understand that my behavior on my phone can impact my future reputation—even in ways that | am
not able to predict or see. Initial here:

| promise | will tell my parents when | receive suspicious or alarming phone calls or fext messages
from people | don’t know. | will also tell my parents if | am being harassed by someone via my cell
phone. Initial here: _




When | am old enough, | won't text and drive. | understand it's very dangerous and pretty stupid.
Initial here:

| will make an effort to learn phone and internet etiquette. | understand this is an extension of normal
manners. | will turn off, silence, and put my phone away in public-especially in a restaurant, at the
movies, or while speaking with another human being. | am not a rude person. | will not allow the
phone to change this important part of who | am. Initial here:

| will NEVER use my phone or social media to bully or tease anyone, even it my friends think it’s
funny. Initial here:

| will not lie about where | have been or how | am using the phone. | promise to answer questions
openly, honestly, and directly. Initial here:

Sign here







Apps and Software examples:

»  Xfinity (Comcast) has parental controls to turn on/off Wi-Fi time

and restrict movies, etc. Parents of younger teens

more likely to check

»  All phones carriers (Sprint, AT&T, Verizon) have parental teen’s web history and
protection features use parental controls

% of U'S. parenis of

»  “Life 360 “ — Can also detect {:}hone us%ﬁe while driving, speed,
hard braking, and rapid acceleration. These reports are great to _ ]

o . 3 A : B Parents of teen ages 13-14

use in a preventative discussion about driver safety before the Sl

keys are handed over.

»  Apps or devices like “Circle with Disney” and “Net Nanny”

Checked which Uzed parental
websites teen cortrols for
visited blocking, filtering
or monitoring their
teen'sonline
activities

PEW RESEARCH CENTER




samms T 11:04 AM £ 100%, —

Cancel BedTime Save

WEEKMIGHT

G Enable

BedTime Awake
7:45 PM 8:00 AM

WEEKEND

G Enable

BedTime HAwake
9:00 PM 2:00 AM

sEss0 T 11:04 AM

Cancel Time Limits

Enable

DAILY TIME LIMIT
@ MO

PLATFORMS

Disnavy

@ Amazon
s

- FaceTime
ﬂ Facebook
HBO
._ " Hulu
Instagram

Minecraft PE

E100% -

Save

-

4 hrs 30 mins

30 minutes

1 hour

1 hr 15 mins

1 hour




'(' [* : netnanny.com ead : cett P o EI - dawis city council B ‘ ]

@ NE'T Nanﬂy A Users .P,.L‘!. Family h“l Reports m Requests EI Devices

UE.IEI' setﬂngﬁ. Indmdualize settings for spacific users in the family

Clementine

Content Categores Allow/Block Applications ched Liser Selings

Categories

Custom Categories




Help Them Understand

A P P R e P P i B e e

o Set the example



| APPRECIATE THAT MY PARENTS HAVE RULES...

DISAGREE
29%

JOSHSHIPP.COM SOURCE; OMLINE POLL OF 1,843 TEENAGERS
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